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Question
» What causes Alignment and FCS Errors on my Ethernet device?
* What could happen if | have a duplex mismatch situation in my Ethernet devices?
* Why can't | ping my processor?
* What do CRC and FCS errors mean in terms of troubleshooting an Ethernet problem?

Answer

It is possible to access EtherNet Media Counters for most of Allen-Bradley EtherNet Modules using a
web browser. When viewing the web page diagnostics of an Ethernet Device (1756-EN2T, 1756-ENBT,
1769-L32E, 1769-L35E, 1788-ENBT, 1794-AENT...) you may see a significant number of Alignment
Errors and FCS Errors.

Note: Stratix switches also have FCS and Alignment counters if you go to Monitor --> Port Statistics -->
Receive Detail

Media Countars
Alignment Errors 159216
FCS Errors 6353409
Single Caollisions
Multiple Collisions

SQE Test Errors
Deferred Transmissions
Late Collisions
Excessive Collisions
MAC Transmit Errors

Carrier Sense Errors
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MAC Receive Errors
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Duplex Mismatch

Auto negotiation is out-of-the-box easy to use and reliable. If your company policy is to force the duplex
and speed, this is legitimate. However, if you force, remember to force both of the following:

» Switch port

» Corresponding end-device

Otherwise, there will be a mismatch and communications problems will occur.

Auto-Negotiating Port

The Auto-Negotiating port will default to Half-Duplex while the forced port remains in Full-Duplex, which
causes a duplex mismatch situation. Depending on the timing of who-transmits-when, the problem may
not be obvious or it could be very obvious.

Examine both of the following for Ethernet errors:

» Switch port
» End-device (such as 1756-ENBT web page diagnostics)

Signature Errors

Signature errors for duplex mismatch include:

 Late collisions
 FCS/CRC errors

» Alignment errors

Additional Information

+ Ethernet devices in a duplex mismatch situation result in:
o Slow performance
o Intermittent connectivity
o Data link errors, etc.

» The Alignment and FCS errors are detected when the full-duplex port will transmit without
listening, and this will sometimes corrupt the messages transmitted by the half-duplex port.

+ If a hub or unmanaged switch is utilized, then all devices need to be configured for Auto
Negotiate.

» Rockwell Automation Ethernet devices are configured for auto negotiation from the factory.
Power cycles are required for configuration changes to take effect.

Additional Troubleshooting
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See 57174 - EtherNet/IP Book of Knowledge
(/rockwellautomation.custhelp.com/app/answers/detail/a_id/57174) presentation.

DISCLAIMER

This knowledge base web site is intended to provide general technical information on a particular
subject or subjects and is not an exhaustive treatment of such subjects. Accordingly, the information in
this web site is not intended to constitute application, design, software or other professional engineering
advice or services. Before making any decision or taking any action, which might affect your equipment,
you should consult a qualified professional advisor.

ROCKWELL AUTOMATION DOES NOT WARRANT THE COMPLETENESS, TIMELINESS OR
ACCURACY OF ANY OF THE DATA CONTAINED IN THIS WEB SITE AND MAY MAKE CHANGES
THERETO AT ANY TIME IN ITS SOLE DISCRETION WITHOUT NOTICE. FURTHER, ALL
INFORMATION CONVEYED HEREBY IS PROVIDED TO USERS "AS IS." IN NO EVENT SHALL
ROCKWELL BE LIABLE FOR ANY DAMAGES OF ANY KIND INCLUDING DIRECT, INDIRECT,
INCIDENTAL, CONSEQUENTIAL, LOSS PROFIT OR DAMAGE, EVEN IF ROCKWELL
AUTOMATION HAVE BEEN ADVISED ON THE POSSIBILITY OF SUCH DAMAGES.

ROCKWELL AUTOMATION DISCLAIMS ALL WARRANTIES WHETHER EXPRESSED OR IMPLIED
IN RESPECT OF THE INFORMATION (INCLUDING SOFTWARE) PROVIDED HEREBY, INCLUDING
THE IMPLIED WARRANTIES OF FITNESS FOR A PARTICULAR PURPOSE, MERCHANTABILITY,
AND NON-INFRINGEMENT. Note that certain jurisdictions do not countenance the exclusion of implied
warranties; thus, this disclaimer may not apply to you.

This page is best viewed in Internet Explorer 10, Firefox 31, Chrome 37, Safari 6 or newer.
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